In this paper, a new loss-less symmetric image encryption using a permutation and diffusion structure is proposed. A new key generation process generates secondary keys that act as control parameter for permutation order and diffusion bit generator. The Image pixels are scrambled in bit level. Permutation order is generated using the parametric switching type that permutes the pixel in bit wise manner. In the diffusion stage the different keys were used to diffuse in each round. In the diffusion stage the image pixel bits are masked with the randomly generated binary sequence. Three chaotic systems employed to generate the secondary key, permutation order and diffusion bits. The simulation results prove the satisfactory level of security for image encryption.
INTRODUCTION
In the modern communication the sharing of multimedia contents, medical imaging and telemedicine over the internet security of these contents plays a major role. Images are the real integral part of the information in internet communication. To protect the information from unauthorized snooping is to use an encryption algorithm to disguise the information. In the past decades various number theory based encryption techniques such as DES, AES, RSA, etc. [1, 2] . The conventional encryption techniques does not seems to be appropriate for images due to some characteristics of images bulk data, solid correlation between adjacent pixels and high redundancy. The significant characteristics of chaotic dynamical systems are ergodicity, mixing property, sensitivity to initial conditions and system parameters [3] . Due to these properties of chaos the researchers enticed to make chaotic cryptosystem for image encryption.
Lian et al. [4] proposed a cryptosystem based on permutation and diffusion architecture and in that algorithm the standard map is used for the permutation and logistic map for diffusion. Wong et al. [5] encryption algorithm has two stages one is permutation and another one is diffusion, and this algorithm uses simple pixel modification in permutation stage to ensure the cipher security. In the diffusion stage the new ciphered pixel obtained by manipulating with the previous ciphered pixel. Chen et al. [6] proposed an image encryption with 3D cat map to shuffle the positions of the pixels and logistic map is used to mask the pixel. The above mentioned algorithm uses the one time keys or key stream to encrypt the image. Guanet al. [7] used a 2D cat map for pixel position rearrangement and the discretized Chen's chaotic system for diffusion stage to mask the shuffled image pixels. Wang et al. [8] encryption technique permutation process control parameter is updated at each round. In diffusion process the shuffled pixels are diffused with its previously ciphered pixel and also manipulated with the key stream generated by logistic map. To deliver better solution to image security problems different types of image encryption techniques [4] [5] [6] [7] [8] [9] [10] [11] [12] [13] [14] [15] [16] [17] [18] have been suggested during past two decades. Among these techniques chaotic systems (chaos based) offer good combination of speed, high security and complexity.
Many chaos-based image encryption algorithms have security weakness that can be cracked by cryptanalysis. Rhouma et al. [9] cryptanalyzed a hyper chaos based image encryption technique proposed by T. Gao and Z. Chen in [10] , this technique uses logistic map to scramble the pixel position and masks the pixel value by Chen's hyper chaotic system. For each round the one time generated key stream is used to encrypt image. Chosen-plain text and chosen-cipher text attack revealed the ciphered information of Chen's algorithm. Chengqing Li et al. [11] studied and explored weakness of an image encryption scheme based on a compound chaotic sequence by [12] . The compound chaotic sequence does not have randomness, by iterating the compound chaotic sequence the pseudo random numbers are generated. Generated keys are repeated more than single round for encryption process causes weakness of keys. The chosen plain text attack exposes the encrypted information. David Arroyo et al. [13] explored weakness of an image encryption technique by [14] . In this method permutation stage row and column permutations were performed to shuffle the pixel position and substitution block pixel values modified by masking with the generated key sequence. This haziness gives the low sensitivity to variation of plain image performed by this technique. Chengqing Li et al. [15] examined and discovered the defects of the encryption technique proposed by [16] . It has flexibility to expose due to secret keys and keys be determined by the plain image via chosen plain text attack the cipher information is taken out. The above stated algorithms fail to endure against chosen plain text and chosen cipher text attack. The cryptanalytic result shows that they have security defects. Due to the strong correlation between the image pixels only permutation of their position will not give the required levels of security. To obtain a robust encryption scheme we need to confuse and diffuse the position and intensity value of the pixels respectively.
The hybrid1D chaotic system is denoted as Logistic-Tent system, Logistic-Sine system and Tent-Sine system. The use of hybrid 1D system generates the different chaotic sequences. When any one of the seed map is out of the chaotic range, then generated sequence is chaotic due to hybrid chaotic system. To analyze and overcome the problems of 1D chaotic maps and security analysis of the chaos based image encryption the hybrid chaotic system is used in this encryption algorithm. To demonstrate the security analysis a chaos based permutationdiffusion image encryption is proposed, which has the excellent permutation and diffusion properties to resist the different attacks, particularly chosen-plain text attacks. Parametric switching based PO generation is more random than using single chaotic map based random sequence generation. While applying this encryption algorithm to plain image at each round the diffusion bits are updated. This diffusion bits updating produces the different cipher images for each round. This confirms that the proposed algorithm able to resists the differential attack. This rest of the paper is organized as follows section 2 explains about the proposed permutation -diffusion encryption scheme in detail. Section 3 deals with the simulation results of the proposed scheme and section 4 conclusion.
PROPOSED METHOD
In this section a simple and effective technique for image encryption using chaotic map is introduced. This algorithm encrypts the image by typical permutation -diffusion architecture shown in Fig.1 . Key generation process increases the security of the algorithm and diffusion bits updation protects algorithm from various attacks.
CHAOTIC MAP
Chaos theory studies the behavior of dynamical systems that are highly sensitive to initial conditions-an effect which is commonly referred to as the butterfly effect. Small changes in initial conditions cause widely deviating results for such dynamical systems, rendering long-term prediction difficult in common. Chaotic functions have mainly used to develop mathematical models of nonlinear systems. The chaos based image encryption uses one-dimensional (1D) chaotic maps logistic, tent, sine, etc. and multi-dimensional (MD) chaotic maps baker, cat map, etc. The use of multi-dimensional chaotic maps increases the security of the encryption algorithm due its complex structure and also presence of multiple parameters it leads to increase difficulty in implementation of the algorithm in hardware and software. The simple form of 1D chaotic map is easy to use in chaotic image encryption and they have problems in the continuous chaotic behavior (i.e.) only in the limited range all the 1D system produces the chaotic behavior. For the small number of iterations chaotic behavior is not good due to transient effect. For some parametric value 1D system produced chaotic sequence is non-uniform.
The logistic map, tent map and sine map were analyzed and their behaviors are discussed. The logistic map is one of the popular 1D chaotic map [13] . The mathematical expression of logistic map is given by following equation:
where, r is a parameter with the range of 0 to 4 and x n is the output of chaotic sequence. Its chaotic range is limited only within [3.57, 4] . The chaotic sequence of the logistic map can be periodic if r is in small and also these values can be repeatable, this region is called the periodic region. The parameter value is above the 3.5699456 it behaves as a chaotic. Even in this range some parameters which make the logistic map to have a nonchaotic behavior is confirmed by the blank zone in its bifurcation diagram.
Tent map is known as its tent like shape in the graph of its bifurcation diagram. For certain parameter values, the tent map undergo stretching and folding transformations and displays sensitivity to initial conditions and periodicity.
It can be expressed by the following equation:
where, u is the parameter within the range [0, 2]. The sine map is same as that of the logistic map chaotic behavior. It can be defined by following equation:
where, parameter a is in the range of (0 to 4).
Y Zhou et al. [17] proposed a chaos based system of Logistic, Sine, Tent chaotic maps combined together to form three 1D chaotic systems as hybrid form. This hybrid form of chaotic map produced the chaotic sequence in uniform manner. This 1D chaotic system improves the randomness. The hybrid1D chaotic system is denoted as Logistic-Tent system, Logistic-Sine system and Tent-Sine system. The logistic-tent system can be expressed in Eq. (4), Eq. (5) is the Logistic-sine system and Eq.(6) Tent-Sine system are given by,
In these systems the chaotic maps are the seed maps used to produce complex chaotic behavior. Due to the presence of combinations of two chaotic maps leads to wide range of chaotic behavior of any parametric value.
The proposed encryption algorithm has two stages as permutation and diffusion. In the permutation stage the pixel positions are modified and in the diffusion stage the pixel values are modified. This method performs the permutation and diffusion in bit level. In the permutation process the plain image pixel bits are scrambled based on the generated permutation order. The bit level permutation slightly modifies the pixel intensity value. In the diffusion process the randomly generated bits are masked with the permuted pixel bits. A key generation process is introduced to improve the key security of the encryption algorithm. This process is repeated for number of rounds to avoid the attacks form the unauthorized persons. This encryption algorithm repeated for four rounds to achieve the highly secured cipher image.
Key Generation Process:
In the key generation process external keys (K 1 , K 2 , K 3 and K 4 ) are given to the key generator. The Logistic-Tent system (LT) iterated for hundred iterations and the final resultant value of the LT system masked with the neighboring keys shown in Fig.2 and the resultant value feed to the next stage of LT system, this process is repeated for 3 stages. This key generation process breaks the relationship between the external key and the secondary keys (PK 1 , PK 2 , PK 3 and PK 4 ). Using these secondary keys the Permutation Order (PO) and Diffusion Bits (DFB) were generated. The chaotic system is very sensitive to its initial conditions, so small change in external keys will diverge large in the secondary key value.
Permutation Order Generator:
In the Permutation Order Generator the secondary keys C i is feed to the control system of the PO generator shown in Fig.3 . The Logistic-Sine system (LS) acts as a control system to generate a new chaotic sequence. Based on the LS system value either logistic or sine map generates the next random value as parametric switching. Using this parametric switching generated chaotic sequence has more randomness than the single chaotic system produced sequence. The Y i is the initial condition for logistic or sine system. C i is the combination of PK 1 and PK 2 and Y i is the combination of PK 3 and PK 4 . The permutation sequence will be generated by iterating the permutation order generator according to the pixel size requirement. The plain image is converted into binary sequence. Using the generated permutation sequence the pixel bits are scrambled.
Diffusion Bit Generator:
The secondary keys are feed one by one to the tent and sine system according to rounds shown in Fig.4 . For round one the first secondary key is given to tent and sine system and it is iterated according to size of pixel in bits. PK i is the i th round secondary key; in each round the secondary key is updated. The output of sine and tent map values are compared using Eq. (7) and it produces the random binary sequence. In the diffusion process the shuffled image pixel bits are masked with the random binary sequence generated by DFB. Result of the sine and tent chaotic system compared by the following equation:
For each round the one secondary key is seed to the Diffusion Bit generator, this type of seed produces the different diffusion bits for each round. This DFB generation will resist the chosen plain text attack.
Encryption Algorithm:
The proposed encryption algorithm has the following steps to get the uncorrelated cipher image.
Step 1: The external keys (K 1 , K 2 , K 3 and K 4 ) are fed into the key generator to produce the secondary keys (PK 1 , PK 2 , PK 3 and PK 4 ) plain image is converted to binary form of N  M  8 length.
Step 2: Feeding secondary key to the permutation order generator (PO). The permutation sequence will be generated by using the permutation sequence the pixel bits are shuffled.
Step 3: For i th round the secondary key feed as the initial condition for Tent and Sine chaotic system. The system iterated for length of the shuffled binary sequence to generate the diffusion bits (DFB).
Step 4: Permuted image pixel bits are masked with the generated random bits and this will be repeated for four rounds. For each round the secondary key will be updated.
Decryption Algorithm:
In the decryption process is the reverse process of the encryption algorithm. The external keys are sent through the secured channel between the users. The same key generation is processed in retrieval side. The 
SIMULATION RESULTS
To test the security of the image encryption algorithm various performance analysis such as security analysis, statistical analysis and differential analysis were performed. The randomness test performed to check the randomness of encrypted image using NIST test suite.The robustness and key sensitivity of the proposed scheme are demonstrated using MATLAB platform. Different size of images was used to test the proposed algorithm. 
SECURITY ANALYSIS
To prove security of encryption algorithm the secret key must have very sensitive to its variation and also the length of the key space should be greater than 2 128 to avoid brute force attack. Security analysis shows the key space and its variation results. Security Key Analysis: Security keys are very important to an encryption algorithm to make sure the safety protected images from various attacks and brute force attacks. Generally the security of an image encryption algorithm rest on its security key design [26] . For that a key generation process is used in this algorithm. Key Space Analysis: The security key of the proposed algorithm is a combination of four external keys. In the key generation process shown in Fig.2 combine the keys and produce a resultant key this process repeated for three stages. The mixing of the key protects the keys form attack. The logistic-tent system is used to generate the secondary keys. There is no chance to predict the keys to break the algorithm because they could be decimal numbers with an arbitrary length.This key generation sets the length of the external key 60 bits each. Total key space this paper is 2 240 it is greater than 2 128 to avoid brute force and cipher text only attack. 
. Diffusion Bit Generator
Key sensitivity: In the key generation process uses the 1D chaotic map. It is sensitive to its initial conditions if any small difference in the external key that highly deviate the generated secondary key. An encryption algorithm should be very sensitive to its secret key variations. Here, sensitivity analysis is performed to prove the key generation process is highly sensitive to its initial variations. Fig.6 shows encryption results using the initial secret key set and modified sets with a small change applied to each external secret key, respectively. In Fig.6(b) -Fig.6 (e), all encrypted outcomes looks like noisy images with even spread histograms. Images in Fig.6 (g) - Fig.6 (j) are pixel-to-pixel differences between two encrypted images obtained by the initial and modified secret key sets. These results prove that a little variation in any secret key will lead to a completely different encryption results.
STATISTICAL ANALYSIS
An effective encryption algorithm should be very strong against statistical attack. To prove the toughness of the proposed image encryption technique, statistical analyses have been executed on encrypted image to determine its greater confusion and diffusion properties which powerfully resist statistical attacks. This is exposed by computing the histogram, the information entropy and the correlation analysis of the encrypted image. Histogram Analysis: An image histogram is a graphical representation of the tonal (pixel intensity value) distribution in a digital image. The horizontal axis of the graph represents the tonal variations, while the vertical axis represents the number of pixels in that particular tone. The histogram of several original images is widely different. Fig.5(b) -Fig.5(e) shows the encrypted images at different rounds and their histograms and Fig.6 (f) encrypted image at initial set of key and its histogram. Fig.6(b) -Fig.6(e) shows the encrypted image and its respective histograms with the variation in its initial secret key. The histogram distributions of all encrypted images are flat. This analysis proves that there is no chance for statistical attacks on the proposed scheme. 
Correlation Coefficient Analysis:
Correlation between the pixels of the image (Elaine) must also be to check the robustness against the statistical attacks. To be a best encryption scheme the correlation between the pixels must be zero. This analysis shows the correlation between the randomly selected pairs of both plain image and encrypted image. This analysis carried out by following the procedures, Randomly 5,000 pairs are selected and they are selected like horizontally, vertically and diagonally adjacent. The correlation is calculated by the following equations,
where, x and y are the gray level values of the two adjacent pixels in the image, E(x) and D(x) are the mean and standard deviation of the corresponding gray level values. R xy is the correlation between the adjacent pixels. The correlation coefficient value is 1 means the image is plain image the correlation between the adjacent pixels are not broken. The value is -1 means that the image is the exact negative of the plain image. The value is 0 means the correlation between the pixels are broken. For the encrpted image ideal correlation coefficient value is 0.
The Table. 1 shows the correlation coefficient of the plain and encrypted image (Elaine) in horizontal, vertical and diagonal direction. It is compared with the various encryption techniques. The plain image values are nearly equal to 1 because the correlation between the adjacent pixels is high. The encrypted image values are approximately 0. So the encrypted image is highly uncorrelated. Fig.7 shows the correlation plots of plain and encrypted image in horizontal, vertical and diagonal direction. Encrypted image correlation plot displays the correlation between neighbouring pixels were broken. Information Entropy Analysis: In Information Theory, information entropy is the most important feature of randomness. To calculate the entropy H(m) of a source, we have,
where, P(m i ) represents the probability of symbol m. For a truly ran-dom source emitting 2 n symbols, the entropy is H(m) = m. Thus, the entropy should ideally be H(s) = 8 for an encrypted image with 256 gray levels, which shows that the information is random. Hence the information entropy of the encrypted image should be close to 8. The closer it gets to 8, the less possible for the cryptosystem to divulge information. Hence the proposed algorithm is robust against entropy attacks. In our algorithm the entropy value is approximately (average entropy = 7.9974) equal to 8. Table. 2 shows the information entropies of the various images. Differential Attack: To resist differential attack, a minor alternation plain image should cause a substantial change in the encrypted image. The NPCR (Number of Pixels Change Rate) and UACI (Unified Average Changing Intensity) are commonly used to calculate sensitivity to plain image and secret key. They are given by the following equations,
Given two images x = {x 0 , x 1 ,... x n-1 } and y = {y 0 , y 1 ,... y n-1 }, the NPCR and UACI are defined as Eq. (12) and Eq. (13) [19] . For two random images, the average NPCR is about 0.9961, and the average UACI is about 0.3346 [20] . The NPCR and UACI values for various images calculated and tabulated in Table. 2. Strict Avalanche Criterion: The strict avalanche criterion (SAC) is proposed to observe the changes in bit-level and it is different from NPCR and UACI that quantitatively estimate the pixel-level deviations. The SAC states that a very small difference (i.e. one bit change) in the input will lead to an avalanche change in the output. According to the SAC's definition in [24] , the Number of Bit Change Rate (NBCR) is to measure the SAC performance using Eq. (14) . The NBCR calculates the percentage of changed bit numbers between two bit streams. The ideal NBCR is 50% in average [25] :
where, s 1 and s 2 are two bit streams with the bit length of L b . The function H m [.] is to calculate the Hamming distance of two bit streams. Dissimilar from the differential attack, s 1 be the encrypted image bit sequence with initial secret key and s 2 be the encrypted image bit sequence with modified secret key. Their NBCR is measured and the results are listed in Table. 2.
From Table. 2 it clearly shows that the NPCR and UACI values average of 0.9960 and 0.3341. For the security purpose maximum 4 rounds the proposed algorithm performed. The NPCR of our scheme can reach 99.61% in the first round. This indicates the cryptosystem is very sensitive to even a 1-bit modification in the plain image. The proposed algorithm performed on various image files to test security, differential and entropy analysis [22] . Chosen plain text attack: An image encryption technique with the excellent diffusion property is able to resist the chosenplaintext attack. However, when several existing image encryption algorithm uses the same security keys to encrypt a plain image, their encrypted images are duplicate. This security flaw provides the chance for attackers to break the encryption techniques using the chosen-plaintext attack. To state this problem, proposed image encryption algorithm for every round the diffusion bits are updated. It gives the encryption algorithm to generate a totally different encrypted image each time when encryption is applied to the same original image with the same set of secret keys. Randomness test with sp800-22 test suite: NIST recommends two strategies to perform the analysis of the generator. where, F i is the number of occurrences that the P-value is in the i th interval and N denotes the sample size (N = 100). The Pvalue of the P-values is calculated using Eq. (16) .
where, igamc is the incomplete Gamma function [21] . If Pvalues are greater than or equal to 0.0001 then the P-values are considered to be uniformly distributed.
The results of each statistical test are presented in Table. 3. The encrypted image has passed all the tests and also the distribution of the encrypted image is in uniform. NIST test proves the encrypted image information is in random.
CONCLUSION
In the proposed method a new key generation process is used to generate the secondary key, which improves the security of the cipher image. This encryption algorithm is based on the combination of three chaotic maps. The maps are initialized by external keys. The bit level permutation and diffusion process are performed here for every round. The secondary key updated in the diffusion bit generator for each round it resists the chosen plain text attack. This updation provides different random bits for diffusion process. The statistical, key space and key sensitivity analysis shows that the proposed method is robust and provides secure image transformation. 
